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Goals

Web Application Firewall with

ModSecurity

Secure a website with ModSecurity Materials
1. Install and configure Apache e OWASP
2. Install ModSecurity module for Apache and ModSecurity OWASP CRS e OWASP WSTG Project
3. Enable ModSecurity CRS in ModSecurity (if necessary) e ModSecurity
4. Enable ModSecurity in the website virtual host (it necessary) * ModSecurity CRS
5. Perform attacks on the website (suggestion: use a browser or “curl” as the

client), examples: XSS, SQLi, remote execution
6. Analyze requests responses and logs to confirm the attacks were blocked
7. Identify the CRS rules that blocked the attacks and analyze them (rules

structure and actions)
8. Reconfigure the virtual host to ignore the CRS rules that blocked the XSS

attach, repeat the attack and compare the results and logs
9. Reconfigure the virtual host ModSecurity to mode DetectionOnly, repeat

the attacks and compare the results and logs
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https://owasp.org/
https://github.com/OWASP/wstg/tree/master/document
https://modsecurity.org/
https://owasp.org/www-project-modsecurity-core-rule-set/

