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Practical class #3
- Network packet filtering and NAT with IPTables



IPTables

Linux as a router and network firewall:

- Packet filtering between different IP networks

- Network Address Translation (SNAT, Masquerading, DNAT,
REDIRECT, ...)
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IPTables
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https://cs.senecac.on.ca/~michal.heidenreich/ops335/journal.shtml



NAT (SNAT)

iptables -t nat -APOSTROUTING -s 10.1.0.0/24 -d 193.136.212.1 -j SNAT --to-source 193.137.203.225

origem=193.137.203.225 : origem=10.1.0.1
destino=183.136.212.1 > destino=193.136.212.1
origem=193.136.212.1 : origem=193.136.212.1

destino=183.137.203.225 > destino=10.1.0.1 >

193.136.212.1

10.1.0.0/24
nderegamento : nderecamento



NAT (DNAT)

iptables -t nat -A PREROUTING -s 193.136.239.10 -d 193.137.203.225 -j DNAT --to-destination 10.1.0.1

origem=193.136.239.10 . origem=193.136.239.10
destino=193.137.203.225 . destino=10.1.0.1
> >
origem=183.137.203.225 . origem=10.1.0.1
destino=193.136.239.10 . destino=193.136.239.10
< v
193.136.239.10 ; 10.1.0.1
|ntemEt 153.13?.2[]3.225 Hede intﬂma
10.1.0.0/24
Enderegamento : Enderegamento
publico DNAT . privado
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FTP (Active and Passive modes)

Active FTP

FTP Control Connection

to Port 21 _)-
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e — Port
High Client Server 20
Port Computer
FTP Data Connection Initiation
from Port 20 on Server to High Port on Client
Passive FTP
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FTP Data Connection Initiation
from High Port on Client to High Port on the Server

http://codeidol.com/unix/linux-fix/Linux-F TP-Server-Setup/FTP-Overview/



L
Experimental scenario (example)

< UDP, dport=53, sport=? -
nc-u-l53 nc-ul172.16.1.153
>

UDP, sport=53, dport=?
echo 1 > /proc/sys/net/ipv4/ip_forward

ethO ethl
ethO 172.16.1.254 10.254.0254 etho
1721611 10.254.0.1
T 172.16.1.0/24 10.254.0.0/24
route add -net 10.254.0.0/24 gw 172.16.1.254 route add -net 172.16.1.0/24 gw 10.254.0.254
ou ou

route add default gw 172.16.1.254 route add default gw 10.254.0.254
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